Cryptography 2008

Lecture 5

@ One-way functions, trapdoors.
@ Some number theory.

Modular arithmetic.

Extended Euclidean algorithm.
Modular exponentiation.
Fermat's little theorem.
Discrete logarithms.

o
o
)
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@ Elgamal encryption.
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One-way functions

A one-way function f : X ! 'Y has the properties that
@ it is computationally “easy” to compute f(x) for any x 2 X.

@ it is computationally “dif cult” to invert f, i.e. giveny 2 Y, to
nd an x 2 X such thatf(x) = y.

Of course, this is vague and needs to be more precisely de ned
but the idea is to use such an f as encryption function.

This makes life dif cult for the Adversary, (GOOD)
but also for the intended receiver! (BAD)
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Trapdoor one-way functions

A trapdoor one-way function is a one-way function f with the
further property that if you know some secret extra information,
inverting f becomes “easy”.

Re ned idea: For encryption, we use a trapdoor one-way funct ion
for which only the receiver knows the secret (the trapdoor).

We need not only one trapdoor one-way function E : M! C  buta
whole family of such functions, indexed by keys.
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Public and private keys

A key is now a pair (e;d) 2 K K , consisting of a public key e and
a private key d.

We want the following:
@ A family f Ecgeox Of encryption functions, so that each choice
of e gives a one-way function Ec : M ! C

@ A family f Dggq2x of decryption functions Dg : C ! M | such
that

o for each e there is a d such that Dg(Ee(x)) = x forallx 2 M .
o Itis easy for a user to generate a (e; d) pair, but computing d
from e in infeasible (so, d is the trapdoor).
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Euclid's algorithm

Computes the greatest common divisor of two natural numbers
(not both zero).

e
int gcd(int a,int b) { gcd(a,0) = a
int tmp; gcd(a,b) = ged(b,a "'mod” b)
while (b > 0) {
tmp = a%b;
a=mb
b = tmp;
}

return a;
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Extended Euclidean algorithm

We can extend the algorithm to return a triple (d;s;t) 2 Z3 such
that

@ d is a common divisor of a and b,
@ as+ bt = d. (Note: s and t are not unique!)

Note

Let d°be any common divisor of a and b. Then d%is also a divisor
of as + bt = d; hence d is the gcd of a and b.

Example

The extended Euclidean algorithm with inputs 35 and 56 may
produce (7;5; 3) as output, since 7j35, 7j56 and

35 5+56 ( 3)=7.
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Finding the algorithm

We de ne gcdE (a; b) by recursion over b, assuming a > O:

@ Base case (b = 0).
We return (a; 1;0). This is correct since a is a divisor both a
and0,anda 1+b 0= a.
(Other choices are possible for t since b = 0.)

@ Recursion case.
We put q = adivb andr = a mod b and note that
a=qgb+rand0 r<h.
We assume, recursively, that gcdE(b;r) = ( d;s;t).
Then, by recursion, d is a common divisor of b and r, hence
also of a. Also by recursion we have

d=bs+rt=hs+(a gh)t=at+ b(s qt);

so we return (d;t;s qt).
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A Haskell algorithm

We have found the following recursive algorithm (in Haskell
notation)

gcdE(a,0) = (a,1,0)
gcdE(a,b) = (d,t,;s - g*t)
where r = a ‘'mod” b
g=a div b
(d,s,t) = gcdE(b,r)

This can be transformed to an iterative version.
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Hand computations

Step 1. Compuiing d.

gcdE(17;5)
2 i a a b r q
bp = b 17 5 2 3
rhn = apmod b, 5 2 1 2
On = ap div b, 2 10
an+r1 = by
bhe1 = In

Stop whenry = 0. Thend = by.
This is just Euclid's algorithm,
extended with computing the qp.
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Hand computations, cont'd

Stop 2. Compuiing s and i
Use the recurrences: gcdE(17;5) cont'd

xv = 1 a b r gl x

ez 5212 2

X = X X

n 1 n+ 1 n On 1 2 1 0 1
Then's = xq, t = Xo. So, gcdE(17;5) = (1; 2:7).

Note that we compute “upwards”.

Course book uses slightly different (but equivalent) calculations,
with a bit of more work.
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Some important sets of integers

Notation
Theintegers Z = f:::; 2; 1;0;1;2;:::g
The natural numbers N = f0;1;2;:::9

For n > 0, we de ne

Z, = f0;1;2;:::;n 1g:

We will mostly be concerned with Z, for large n
(hundreds of digits in decimal notation).
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Mapping Z onto Z,

Recall from programming languages the mod operator:

23 mod 9
( 111) mod 10

5

For xed n, x 7! x mod n maps Z to Z,,. )

When we work in Z,,, we will often consider an integer literal a to
be another name fora mod n 2 Z,.

Example

We consider Z7. Then
15=1,322=0,and 11= 3.
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Congruences, equality in Z,

Fora;b 2 Z and n 2 N, all the following have the same meaning
(and de nes the last two):

@ amodn= b mod n.

@ a=b+ k nforsomek 2 Z.
@ a b(mod n).
®@a=b2Z7z,
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Arithmetic in Z,

Fix n > 0. We de ne addition +,, subtraction |, and multiplication

nin Z, by
a+th,b = (a+ b)modn
a pb = (a b)modn
anb = (a b)modn

Most of the time, when n is clear from the context, we will omit the
subscripts on the operation symbols.

Check that familiar properties hold (associativity,
commutativity,: : :).
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Examples and a law

We consider arithmetic in Z17. (So now n is clear!)

8 13 = 5= 12
12+ 13 = 25=8
8 13 = 104= 2:

Foralla;b 2 Z,, itholdsthat(a ,b)+,b= a.

How about division? )
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Division in Z,?

We continue with Z7:

12=3
12=5

I
.\) -b

We want to have the property that (a=b) b = afor alla and b, so
we can not use integer division.
Is there an x such thatx 5= 12?2

Yes, x = 16 works: 16 5= 80 = 12. So, 12=5 = 16.

Is there always a solution?
Can there be more than one?
How can we nd the solution when it exists?
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Multiplicative inverses in Z,

Fora2 Z,, anumberx 2 Z, suchthatx a= 1is denoted 1=a.

Letus nd1=52 Z,5.

Using the extended Euclidean algorithm with inputs 17 and 5 we
get the result (1; 2;7). Hence we have 17 ( 2)+ 5 7= 1.

But this implies that, in Z,7,5 7= 1,i.e. 1=5= 7.

To compute 1=a in Z,, use the extended Euclidean algorithm with
inputs n and a. If you get (1;s;t) as result, then 1=a = t mod n.
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Division in Z,

To nd x 2 Z, such that xa = b, compute 1=a 2 Z,, using the
extended Euclidean algorithm. Then multiply both sides of the
equation by this number and make use of associativity to get

x=b 1=a.

Often, we write X = b=a to mean the x computed in this way.

Example
What is 12=5 2 217?.

Compute 1=5 = 7 as we already did. Then
12=5=12 1=5= 12 7= 84 = 16.

Note

For addition, subtraction and multiplication in Z,, we use the
ordinary operation in Z and take the result mod n. Not so for
division! MERS




More generally

Leta;b 2 Z,, be given. When canwe nd x 2 Z, suchthatax = b
(i.,e. x = b=a)?

Answer

Compute gcdE(n;a) = (d;s;t).
@ If d = 1, there is a unique solution, namely b t.
@ Ifd 6 1andb mod d = 0, then there are d solutions.
@ Otherwise, there are no solutions.
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Two examples

Consider the function x 7! 6x in Z;5:

x{0 1 2 3 56 7 10 11 12 13 14
6x [0 6 12 3 0 6 1

4 8 9
9 39 0 6 12 3 9

N

@ We try to solve 6x = 7 in Z;s.

gcd(15;6) = 3, but 7 mod 3 = 1. Thus, there is no solution.
@ Next we try 6x = 9in Zjs.

Since 9 mod 3 = 0, there are 3 solutions, as also seen above.
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Further observations

We will make use of the following facts:

® Leta;b;c 2 Z,withgcd(a;n) = 1andab = ac. Thenb = ¢
inZ.
Proof: Since gcd (a;n) = 1, a has an inverse 1=a and we can
multiply both sides with this number, which gives the desired
result.

® Leta 2 Z, with gcd (a;n) = 1. Then the numbers
a;2a;3a;:::(n 1)a are all differentin Zj,.
Proof: If ma = kain Z,, then (using the above result) m = k
in Z,. Butthe numbers 1;2;:::n 1 are all different in Zj.
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Exponentiation

Exponentiation is repeated multiplication:

a”=|a a_ g, 0

(n factors)

3

How would you compute 6% in Z1,?
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Hand computation

n|(e"

1|6

2|6 6=36=3
413 3=9

89 9=81=14
16 (4 4=16=5
32 |5 5=25=3
643 3=9

Using this, we get

6100: 664+32+4=(9 3) 9=5 9= 1:
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Two algorithms for modular exponentiation

We want to compute a" mod p, i.e. a" in Zp,.

The algorithm from the previous slide is

© Let bebe 1:::bobibg be the binary representation of n.

© Multiply together, in Zp, all a; for i such that b; = 1.

In Haskell

mexppaO=1

mexp p a n
leven n
lodd n
where r

r
(r*a) ‘'mod” p
mexp p ((@*a) mod’ p) (n div 2)
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Fermat's little theorem

Let p be a prime numberanda 2 Z,;a 6 0. Then aP modp=1
(equivalently: aP 1= 12 Z,).

Proof.

The numbers a mod p;2amod p;:::;(p 1)amod p are all
different. Multiplying yields

(a@amodp) (2amodp) ::: ((p lamodp)=(p 1)
Taking both sides modulo p and rearranging gives
@' ( yYmodp=((p 1)} mod p:

Finally, note that gcd ((p  1)!;p) = 1and cancel (p  1)!. O
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619 mod 11 revisited

By Fermat's little theorem, 61° mod 11 = 1. Thus

6% mod 11 = (6'°)° mod 11 = 1'° mod 11 = 1:

In general:
a"modp = a"md® 1 mod p:

Basic principle
When you work modulo a prime p, you can work modulop 1in
the exponent.
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The group Z,,

Let p be a prime and let
Z,=11;2;::0,p 1g=Z, f 0g:
This set together with (modular) multiplication forms an Abelian
group, which means
© Multiplication is commutative and associative.

Q 1isanidentity,i.e. 1 n= nforalln.

Q Everya?2 Zp has an inverse, i.e. an element x such that
ax = 1. (Of course, x = 1=a).
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Generators in ZID

Letg 2 Z,5. We consider powers g' of g for a few choices for g.
i |01 2 34 5 6 78 9 10 11
22mod13|(1 2 4 8 3 6 12 11 9 5 10 7
3mod13{1 3 9 13 9 1 39 1 3 9
4mod13|1 4 3 12 9 10 1 4 3 12 9 10
5mod13|(1 5 12 8 1 5 12 8 1 5 12 8

De nition

| A

An element g such thatfg'ji = 0;1;:::p 2g=Z
is a generator of Z,.

2 is a generator of Z . MERS
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Subgroups

5 is not a generator for Z,5. Instead it generates the subgroup
f1;5;8;12g. This set is itself an Abelian group.

This subgroup has the “multiplication table”

|1 5 8 12
11 5 8 12
5/5 12 1 8
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Some observations

@ Commonly, (including the course book), generators are called
primitive roots.

@ For every prime p, the group Z,, has at least one generator
(proof omitted).

@ In general, it is a dif cult problem to nd a generator for Z, for
large p.

@ 3 generates the subgroup f 1; 3; 9g.

@ 4 generates the subgroup f 1; 3;4;9;10; 12g.

@ If you are not familiar with group theory, you should construct
multiplication tables for the above two subgroups and practice
with solving equations ax = b in these groups.
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Discrete logarithms

Fix a prime p and a generator g of Z,. Consider the exponentiation
function x 7! g*. This function is a bijection and thus has an

inverse log,, called the discrete g-logarithm
(p is not part of the notation, but must be clear from the context).

Givenay = g* 2 Z,, we say that x is the discrete g-logarithm of y.
The discrete logarithm problem is to nd x, giveny (and g and p).

Example
We x p= 13and g = 2. Thenlog,(5) = 9 and log,(11) = 7.

For (some) large primes p, the exponentiation function is a
candidate for a one-way function (i.e. nding discrete logs is
“dif cult”).
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Elgamal cryptosystem

We x a large prime p for which the discrete logarithm problem is
hard and a generator g of Z,,. All computations are in Z,.
p and g are known and used by everyone.

Alice chooses a random exponent x with 0 < x < p 1 as private
key and computes X = g* as public key.

Elgamal encryption

Bob wants to send a message m 2 Z, to Alice. He chooses a
random exponenty with0< y < p 1 and computes Y = g¥,
K = XY and C = K m. He sends the pair (Y ;C) to Alice.

Elgamal decryption

Alice computes K = Y* and m = C=K.
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Justi cation of Elgamal encryption

Why does this work? The crucial property is that
K=Y*=(g") = g”=(g") = X":

So Alice and Bob can both compute K; Bob as XY and Alice as
Y*. Further, C = K m. Alice recovers m by multiplying with K 1.

The adversary

He knows X, Y and C. One way to proceed isto tryto nd K. The
only known way of doing this is to rst nd x ory by solving a
discrete logarithm problem, which seems infeasible.

The trapdoor

Here Alice's trapdoor knowledge is x, which enables her to
compute K.
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ElGamal example

We use the generator 2 2 Z,,.

Alice chooses secret key x = 7 and computes public key
X =2"=11

Bob wants to send m = 3. He chooses a randomy = 5 and
computesY = 2°=6andC = XY m=11%> 3=7 3= 8. He
sends (6; 8) to Alice.

Alice computes K = 6’ = 7,1=7 = 2and nally m= 2 8= 3.
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Summing up

Arithmetic in Z,, is the setting for many cryptographic primitives;
Elgamal is only the rst we have seen.

Note that it is crucial that we work modulo some (large) number.
The corresponding problems in Z will mostly not be dif cult.

Section 3.4 on the Chinese remainder theorem postponed to
lecture 8.

You have everything to start on home assignment 3!
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